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ABSTRACT 

In this chapter, we cover the broader research area of digital risks 

and online safety. We discuss three primary types of risks that 

adolescents frequently navigate in digitally mediated environments 
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that extend beyond cyberbullying – 1) Sexual Solicitations and Risky 

Sexual Behavior, 2) Exposure to Explicit Content, and 3) Information 

Breaches and Privacy Violations. We discuss the competing 

perspectives around how to approach adolescent online risks. We 

also discuss how those perspectives tend to lead to abstinence-

only versus resilience-based frameworks of addressing adolescent 

online safety. We close by highlighting the Western-centric nature 

of existing work and the need for more work addressing Eastern 

cultures. This includes Indian contexts to better understand how 

the existing work applies to and may differ to Indian-based 

researchers, educators, and policymakers. 

Adolescent internet use has substantially grown across the world, 

particularly in developing nations. In Western contexts, 

approximately 95% of teenagers in the United States (U.S.) have 

access to a smartphone. 45% of them are online ‘almost constantly.’
1 

Adolescent internet access and use in Eastern contexts, and 

particularly in India, has also grown signi?cantly in recent years. A 

2020 CRY study
2
 surveyed adolescents in Delhi-NCR and found that 

93% of Indian adolescents had internet access at home, and 54% 

owned mobile devices. Half of the survey respondents had at least 

two internet-enabled devices. Social media usage is also prevalent 

among teens in the U.S. with some differences related to gender 

and/or ethnicity. 

With the increased accessibility of the internet during the mid-

to-late 2000s, researchers turned their attention to adolescents. 

They focused on understanding how adolescents were using the 

internet and the challenges that youth encounter online. While 

online harassment and cyberbullying have been at the forefront 

of adolescent online safety research, this chapter highlights and 

synthesizes research related to the three additional online risk 

types relevant to teens: 1) Sexual Solicitations and Risky Sexual 

Behavior, 2) Exposure to Explicit Content, and 3) Information 
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Breaches and Privacy Violations. Accordingly, we offer an overview 

of work centered on these risks to better contextualize 

cyberbullying as a subject of study. The study should be such that it 

is important but does not stand alone within the ?eld of adolescent 

online safety. We introduce four risk types and summarize relevant 

research on each topic. 

Further, we highlight a trend towards a heavy prevalence of work 

focused on “abstinence-based” approaches of increasing parental 

control. We also discuss relational processes focused on the parent-

teen relationship, to shield youth from experiencing online risks,
3 

rather than more individualistic or resilience-based approaches. 

Resilience-based approaches emphasize youth self-regulation as an 

alternative strength-based approach that helps youth overcome the 

negative effects of online risk exposure and bene?t from the 

opportunities the internet has to offer.
4,5,6,7,8,9,10,11,12

 We compare 

and contrast these two different perspectives within the adolescent 

online safety literature. We also acknowledge that the individualistic 

and autonomy-based approach to adolescent online safety 

promoted in Westernized contexts may or may not be generalizable 

to Eastern cultures. In Eastern culture collectivism and 

authoritarian parenting styles are more common.
13

 We close this 

chapter with a discussion of work related to digital safety in 

Western vs. Eastern contexts to highlight the overabundance of 

research being conducted in Western contexts and the need for 

more work that focuses on the lived experiences of Indian youth. 

ADOLESCENT ONLINE SAFETY: RISKS 
AND PROTECTIVE FACTORS 

A common theme in online safety literature has been to identify 

the factors that put adolescents at risk versus the protective factors 

that either mitigate exposure to online risks or the negative 

outcome associated with risk exposure. Therefore, we provide a 
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brief de?nition of each digital risk posed to youth. We then discuss 

the risk and protective factors that have been identi?ed in the 

literature for each risk type. Protective factors may occur at varying 

levels of the ecological model, ranging from the individual, 

relational, interactional, community, or societal levels. 

ONLINE SEXUAL SOLICITATIONS AND 
SEXUAL RISK BEHAVIOR 

Online sexual predation of youth is de?ned as unwanted sexual 

solicitations from others (regardless of age) or any solicitations of 

a sexual nature made by adults through internet-enabled 

technologies.
14

 Meanwhile, risky online sexual behaviors involve 

youth engaging in technology-mediated sexual exchanges, such as 

sex talk, sharing sexual imagery, and meeting online contacts for 

of@ine sexual encounters.
15,16

 Over half of youth in the U.S. (ages 10 

to 17) have received at least one online sexual solicitation in the past 

year.
17

 Meanwhile, 15% of teens reported receiving pornographic 

images via text message (“sexting”). 4% admitted sending such 

messages to others via their mobile devices.
18

 Many news outlets 

have reported the increasing trend of sexting among Indian youth 

although no formal research studies have been conducted.
19

 In one 

survey study, researchers found more than half of young adult 

respondents sent sexually explicit text messages to their friends.
20 

Researchers have identi?ed several factors that contribute to an 

adolescent’s likelihood of experiencing sexual solicitation or related 

risk exposures. The two largest risk factors were – (1) gender (with 

girls being more likely to experience online sexual 

solicitations)21,22,23,24,25
 and (2) frequently using the 

internet,26,27,28,29,30
 especially to access pornographic material.31 

Meanwhile, the line between of@ine and online sexual predation and 

abuse is blurred as many sex offenders who know their victims in 

person, also communicate with them online.
32 
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Teens between the ages of 12 and 15, racial minorities, and girls 

are the most “at-risk” of being solicited and engaging in risky sexual 

behaviors online.
33,34,35,36

 This also includes people who have 

histories of neglect, abuse, family instability, lack of parental 

involvement, emotional, behavioral, or cognitive problems. This risk 

exposure may lead to an increased likelihood of of@ine sexual 

encounters.
37,38

 These can result in physical harm, teen pregnancy, 

sexual transmitted diseases, and in extreme cases, sexual 

abuse
39,40,41

 or sex traf?cking.
42,43

 Both of@ine and online sexual 

abuse can negatively impact youths’ academic, cognitive, emotional, 

and psychological development. It has been associated with 

increased cyber-victimization, drug abuse, suicide, and 

death.
44,45,46 

Whittle et al.’s
47

 comprehensive review of the online sexual 

grooming literature synthesized risk factors (e.g., gender, age, poor 

family relationships, etc.) that make some youth more vulnerable 

to sexual predation risks than others. This work identi?ed parental 

involvement as the primary protective factor against online sexual 

risks. This focus on parental mediation as a means of protecting 

teens from online risks is consistent with the broader literature 

on adolescent online safety.
48,49,50,51

 In other words, researchers 

have found that teens who are most protected from online sexual 

solicitations had parents who actively mediated their internet 

use.
52,53

 Teens were also protected through caution, including the 

fear of being punished or getting in trouble was often enough to 

signi?cantly reduce the likelihood of being exposed to online sexual 

risks.
54 

To date, most interventions for preventing online sexual 

predation of at-risk youth have targeted understanding, identifying, 

and comprehending online sex predators
55,56,57,58,59

, rather than 

preventing youth from becoming victims. These prevention 

initiatives often occur at the societal or community level involving 

child protection and law enforcement organizations. As such, 

research in this domain focuses on victimized youth or individuals 

who have already suffered the consequences of sexual abuse.
60,61,62 
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However, Razi et al.
63

 recently conducted an analysis of 4,180 posts 

made by teens (ages 12-17) on an online peer support mental health 

forum to understand what and how adolescents talk about their 

online sexual interactions. The researchers found that youth used 

the platform to seek support (83%), connect with others (15%), and 

give advice (5%) about sexting, their sexual orientation, sexual 

abuse, and explicit content. Thus, peer support, even from 

strangers, may also be an important protective factor. At the 

relational level of the ecological framework, this support can help 

teens navigate how to handle unwanted sexual solicitations and 

risky situations online. 

EXPOSURE TO INAPPROPRIATE AND 
EXPLICIT CONTENT 

The term “explicit content” covers a wide range of inappropriate 

online materials. This includes but is not limited to pornographic, 

violent, gruesome, or hateful content, as well as content that 

promotes harmful behaviors such as self-harm or eating 

disorders.
64,65,66,67

 Work focused on explicit content exposure has 

identi?ed two types of exposure: willful and accidental exposures. 

This means adolescents may intentionally seek out inappropriate 

content online, but some may be accidentally exposed.
68

 According 

to the Youth Internet Safety Survey,
69

 about a quarter of youth 

in the U.S. had been exposed to unwanted pornography. A 

multinational study of youth in the U.S., Finland, and Germany found 

that 17% of the youth had been exposed to online content involving 

eating disorders, 11% to self-injury content, and 8% to suicide.
70 

A 2020 IGPP survey
71

 found nearly 50% of the Indian youth 

respondents accepted to have watched online pornographic 

content. 40% recognized to know people who have watched 

pornographic content on the internet. Yet, a U.S. diary study of 

adolescents (ages 13-17)
72

 found that teens reported being exposed 
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to explicit content four times more often than they experienced 

cyberbullying, sexual solicitations, or information breaches online. 

The majority of the time exposure was accidental. 

Even though exposure may be accidental, researchers have found 

a negative correlation between adolescents’ repeated viewing of 

explicit content and several negative outcomes. These negative 

outcomes include a link between pornography and committing 

dating violence
73,74

, acts of digital self-harm with increased non-

suicidal self-harm and suicidal ideation,
75

 and violent content 

embedded within video games linked to aggressive behavior.
76 

However, some media scholars
77,78,79

 argue that the negative effects 

of explicit content exposure on youth are largely over-claimed or 

biased, and therefore, should not be generalized. 

The risk factors that make some youth more susceptible to 

explicit content exposure vary based on the type of content. For 

instance, male teens are more likely to seek out online pornography 

than females. The majority of teens who seek out sexual images 

online are 14 years of age or older.
80

 This research suggests that 

concerns about younger children’s exposure to online pornography 

may be overstated. It also suggests that adolescence is a 

developmentally appropriate time to become curious about sex. 

Therefore, some researchers have encouraged making a distinction 

between problematic (e.g., compulsive or addictive use) and non-

problematic pornography use. This distinction is especially needed 

among vulnerable youth populations, such as lesbian, gay, bisexual, 

transgender, and queer (LGBTQ) adolescents. Such communities 

may use such materials to learn about sexuality and develop their 

sexual identities.
81

 Other studies found that female youth are more 

likely to see online content regarding eating disorders, while males 

are more likely to view violent, pro-self-harm, and pro-suicide 

content.
82 

While exposure to explicit content is quite prevalent among 

adolescent youth, the protective factors against such exposure are 

few. For instance, reducing the frequency of internet use is 

detrimental due to hindering the positive opportunities for online 
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engagement.
83,84

 Some researchers have found that ?ltering and 

blocking software can be effective.
85

 For instance, Ybarra, et al. 

found that pop-up or spam blockers reduced the chances of teens 

being exposed to unwanted sexual material by 59%. They also found 

that ?ltering and monitoring software further reduced the chance 

of this risk exposure occurring by 65%.
86

 Yet, others have found 

that such parental control software may be more appropriate for 

younger children
87

 as adolescents resent restrictive parenting 

practices that hinder their desire for autonomy.
88

 Parental control 

software has been shown to be ineffective, and even damaging, 

to the trust relationship between parents and teens.
89,90,91,92 

Additionally, there is little evidence that these technologies actually 

keep teens safe online or teach them to effectively manage online 

risks.
93

 Active mediation and instructive co-viewing is situation 

where a parent is aware of the online activities of their children 

and openly discusses inappropriate content in a non-judgmental 

way. It may be the best approach to support adolescents when 

exposed to explicit content online.
94

 This protective strategy would 

occur at the relational and individual levels of the socio-ecological 

framework with parents directly supporting their children’s online 

experiences. 

INFORMATION BREACHES AND PRIVACY 
VIOLATIONS 

Information breaches or privacy violations involve the inappropriate 

sharing of sensitive information (e.g., account credentials or location 

information) online by the youth themselves or by others without 

the teen’s permission.
95,96,97,98

 The online world creates a wide 

variety of options for collecting, processing, and distributing users’ 

personal information. Therefore, information privacy has been the 

target of considerable controversy
99

 and research.
100

 Yet, beyond 

the Child Online Privacy Protection Act, no existing law in the U.S. 
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protects the online information privacy of teenagers. making them 

more vulnerable to information breaches and privacy violations.
101 

The rapid emergence of social networking sites, such as Facebook, 

Instagram, and Snapchat are rife with opportunities for teens to 

reveal personal information.
102,103

 As a result, teens share more 

personal information and still report relatively low levels of privacy 

concern.
104

 In contrast, 81% of their parents are “somewhat” to 

“very” concerned about their teens’ online privacy.
105 

In examining factors that lead to information breaches and 

privacy violations, several predictive factors have been identi?ed: 

frequency of internet use
106,107

, internet skill
108,109,110

, and privacy 

concern.
111,112

 In other words, teens who use the internet more 

often, do more things online. But they lack the skills to protect 

themselves and are less concerned about their online privacy, 

encounter more information breaches. Other factors have been 

noted to either increase or decrease the likelihood of exposure to 

this risk type. From a socio-economic standpoint, adolescents who 

come from more af@uent backgrounds are more likely to experience 

higher rates of privacy violations.
113

 Perhaps connected with the 

frequency of use, adolescents from wealthier backgrounds may have 

more readily available Internet access in their homes. Perhaps they 

have internet access even in spaces that are more private from 

parents (i.e., spaces that are harder for parents to actively monitor, 

like adolescents’ bedrooms). However, other aspects of adolescents’ 

lives offer forms of protection from this type of risk exposure. For 

example, adolescents who are in a romantic relationship are less 

likely to experience information breaches.
114

 Given that information 

privacy often co-occurs with or results from exposure to other 

risk types – particularly sexual solicitations. Being in a relationship 

may preclude teens from seeking out the types of content or 

connections online that result in information and privacy breaches. 

Meanwhile, there have been mixed ?ndings regarding how 

parents can mitigate these online risks. One study found that 

parental restrictions against giving out personal information online 

are associated with a higher likelihood that teens disclose such 
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personal information.
115

 Another study
116

 con?rmed that parental 

mediation was not signi?cantly related to tweens’ (ages 9 – 12) 

willingness to disclose personal information online. The larger the 

discrepancy between parental and tween perceptions of online 

restrictive mediation, the more willing tweens were to make online 

disclosures. A study by Wisniewski et al.
117

 found that direct 

intervention by parents was associated with teens making fewer 

online disclosures. However, active mediation through talking with 

teens, searching teens’ information, and responding directly to 

teens’ online posts was more effective in helping teach teens how to 

take appropriate risk-coping measures.  The relationships between 

parenting practices and teen social media privacy behaviors are 

illustrated in Figure 7. 

Figure 7: Preventative versus Reactive Parental Mediation 

This research suggests that preventative and restrictive parenting 

practices may reduce teens’ overall information disclosures. But this 

can also limit their opportunities for engaging with others online in 

bene?cial and meaningful ways. Therefore, taking a dual approach 

of some direct intervention combined with active mediation may 

be the best approach to help teens navigate information privacy 

risks. At the societal level, legislation, such as the Children’s Online 
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Privacy Protection Act (COPPA) in the United States, and the 

General Data Protection Regulation (GDPR) in the European Union 

provide additional privacy protection for young internet users. 

However, most protective factors identi?ed in the literature remain 

at the relational (i.e., parent-teen) and individual levels of the 

ecological framework. 

Now that we have summarized some of the risk and protective 

factors that are associated with these three types of online risks, 

we now discuss two different approaches to promoting adolescent 

online safety. 

ABSTINENCE-ONLY VERSUS 
RESILIENCE-BASED APPROACHES 

Research has identi?ed the risk and protective factors associated 

with the three risk types previously discussed. But less attention has 

been given to designing effective interventions to prevent exposure 

or mitigate the consequences of exposure,
118

 or helping teens to 

be resilient in spite of encountering online risks.
119

 Pinter et al.
120 

conducted a comprehensive review of the adolescent online safety 

literature and concluded that research has traditionally advanced 

an “abstinence-based” framework of adolescent online safety and 

risk exposure. 69% of the studies reviewed focused on minimizing 

or eradicating online risk exposure, rather than teaching youth to 

effectively cope with these risks once they occur.
121

 Researchers 

from EU Kids Online were among the ?rst to argue that adolescent 

exposure to online risks does not necessarily equate to harm.
122,123 

They found that youth who reported having more psychological 

problems and/or lower self-ef?cacy tended to become more 

bothered when experiencing these online risks while other teens 

remained unbothered.
124 

Wisniewski et al.
125

 were one of the ?rst to apply the adolescent 

resilience framework, at the individual-level, to teen risky behaviors 
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that are linked to internet use. Resilience-based approaches differ 

from risk-averse approaches by “focusing on the assets and 

resources that enable adolescents to overcome the negative effects 

of risk exposure”,
126

 rather than trying to limit exposure to risk. 

Another way of understanding the contrast is that the resilience 

perspective leads to a focus on teen strengths rather than their 

de?cits. Wisniewski et al.’s
127

 work showed evidence that resilience 

is a key factor in protecting teens from experiencing online risks, 

even when teens exhibit high levels of internet addiction. Resilience 

also neutralizes the negative psychological effects associated with 

internet addiction and online risk exposure. In Wisniewski et al.’s 

subsequent work,
128

 they found that teens can potentially bene?t 

from experiencing lower-risk online situations. This allows them 

to develop crucial interpersonal skills, such as boundary setting, 

con@ict resolution, and empathy. Developmental psychology 

reminds us that some level of risk-taking and experiential learning 

is necessary for normal aspects of adolescent developmental 

growth.
129

 Thus, we need to strike a healthy balance between 

allowing teens to learn how to safely engage online through 

experiencing some risk and protecting them from high-risk 

situations. 

We emphasize the importance of designing solutions that foster 

teen resilience and strength building at the individual level, as 

opposed to solutions targeted toward parents (i.e., at the relational 

level) that often focus on restriction and risk prevention. Similarly, 

Hartikainen et al.
130

 found that building parent-teen trust led to 

better communication. It in turn created more opportunities for 

positive outcomes when compared to more restrictive, control-

based approaches.
131

 boyd agreed, arguing that abstinence or 

control-based approaches prevent adolescents from learning self-

protection or coping skills.
132

 For instance, teen resilience can be 

promoted directly through web-based educational or counseling 

programs that help build resilience.
133

 We can also promote this 

through interface designs that empower teens to take protective 

measures upon encountering online risks. For example, Facebook 
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provides a “Family Safety Center” that offers tips for teens to 

develop better online safety practices.
134

 Several researchers have 

called for new online safety solutions that move away from parental 

control toward promoting positive parent-teen relationships and 

teen self-regulation of their online behaviors (e.g., 135,136,137,138
). Yet, 

few, if any, technological interventions for adolescent online safety 

have been developed to help teens self-regulate and manage online 

risks in a meaningful way.
139 

In the next section, we present a framework of Teen Online Safety 

Strategies (TOSS) that illustrates the tensions between promoting 

online safety from the perspectives of parental control versus teen 

self-regulation. 

PARENTAL CONTROL VERSUS TEEN 
SELF-REGULATION STRATEGIES 

Figure 8: Teen Online Safety Strategies (TOSS) Framework 

The Teen Online Safety Strategies (TOSS) framework,
140

 shown in 

Figure 8, is built upon the rationale that adolescent online safety 

can be framed as an outcome of effective parenting. It  assumes 

that parents directly in@uence or control teens’ exposure to online 
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risks.
141,142,143,144

 This explains tensions between parental control 

and teen self-regulation when it comes to teens’ online behaviors, 

their desire for privacy, and online safety.
145,146,147,148

 In the TOSS 

framework, parental control strategies include monitoring (passive 

surveillance of a teen’s online activities), restriction (placing rules 

and limits on a teen’s online activities), and active mediation 

(discussion between parents and teens regarding online activities). 

These strategies were based primarily on Valkenburg et al.’s
149 

foundational work, which created scales assessing three styles of 

parental television mediation. They have since widely been adapted 

for use in the context of online parental mediation.
150,151,152,153

 The 

framework also positions teen self-regulation strategies that work 

as resiliency factors and protect teens from online risks. Such 

resilience-based factors align with the individual-level processes of 

the ecological model of cyberbullying and online risks. Speci?cally, 

three of its key components – self-awareness (awareness of one’s 

own motivations and actions through self-observation), impulse 

control (inhibiting one’s short-term desires in favor of long-term 

consequences), and risk-coping (managing a negative event once it 

has occurred) – acknowledge the importance of and encourage teen 

self-regulation. 

Wisniewski, Ghosh, and their co-authors
154

 applied the TOSS 

framework to better understand the commercially available 

technical offerings that support adolescent online safety, and what 

teens thought about these applications. They found that an 

overwhelming majority of mobile app features (89%) supported 

parental control through monitoring (44%) and restriction (43%). 

Not much support was seen in these apps to facilitate parents’ 

active mediation or support any form of teen self-regulation. 

Further, many of the apps were extremely privacy invasive. They 

provided parents granular access to monitor and restrict teens’ 

intimate online interactions with others. This includes their 

browsing history, the apps installed on their phones, and the text 

messages teens sent and received. Teen risk coping was minimally 
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supported by an “SOS feature” that teens could use to get help from 

an adult. 

In a follow-up study, Ghosh, Wisniewski, and their co-authors
155 

analyzed 736 reviews of these parental control apps that were 

publicly posted by teens and younger children on Google Play. They 

found that the majority (79%) of children overwhelmingly disliked 

the apps, while a small minority (21%) of reviews saw bene?ts to 

the apps. Children rated the apps signi?cantly lower than parents. 

Teens, and even younger children, strongly disliked these apps 

because they felt that they were overly restrictive and invasive of 

their personal privacy. They negatively impacted their relationships 

with their parents. A takeaway from this research was that, as 

researchers and designers, we should consider listening to what 

teens have to say about the technologies designed to keep them safe 

online. We should conceptualize new solutions that engage parents 

and respect the challenges teens face growing up in a networked 

world. 

Next, we discuss whether the resilience-based approaches aimed 

at promoting teen self-regulation are relevant and applicable to 

Indian youth and other Eastern contexts. 

CROSS-CULTURAL COMPARISONS OF 
ADOLESCENT ONLINE SAFETY AND RISKS 
BETWEEN THE U.S. AND INDIA 

According to Pinter et al.’s review of the adolescent online safety 

literature,
156

 the majority (44%) of the studies originated from the 

U.S.
157,158,159,160

 The second and third most prevalent countries of 

origin were the Netherlands and Great Britain., representing 9% 

and 8% of the articles, respectively. Canada had the fourth-highest 

representation in the sample with 5% of the articles, followed by 

Spain (3%) and Korea (3%). Only 5% of the studies in their sample 

studied adolescent online safety and risks multi-nationally. Of 
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these, one compared adolescents in Canada and China,
161

 another 

U.S. and Finland,
162

 and the rest studied adolescents from multiple 

European countries.
163,164,165

 A number of the multi-national studies 

across Europe were in conjunction with the initiative launched by 

EU Kids Online, a multinational research network.
166,167,168 

Meanwhile, there is a dearth of research related to adolescent 

online safety and risks speci?cally from India. 

With differing cultural norms, the Western-centric research on 

adolescent online safety may not be as applicable in other contexts, 

such as sub-Asian locales like India. Different cultures are likely to 

approach risk exposure, prevention, and coping differently, and a 

disparate focus on one nation limits research’s ability to understand 

adolescents’ risk experiences. It is not the most effective way for 

parents to intervene. For instance, parenting styles vary drastically 

across different cultures. Indian mothers in America are more likely 

to use authoritative parenting styles (an approach to child-rearing 

that combines warmth, sensitivity, and the setting of limits). Parents 

residing in India are more inclined to use authoritarian parenting 

styles (characterized by high demands and low responsiveness).
169 

While authoritative parenting styles have been shown to have 

positive youth outcomes within Indian families,
170

 more 

authoritarian parenting styles may be more effective within 

different cultures and ethnicities (e.g., 171,172
). Therefore, families 

from Eastern cultures need to be better represented in research. 

For instance, Asian adolescents have recently come into the public 

eye as particularly susceptible to internet addiction.
173,174

 Further, 

countries that are more collective than individualistic in culture 

may rely more heavily on relational, interactional, community, and 

societal level approaches when taking an ecological approach to risk 

prevention. They may focus less on individualistic approaches, such 

as fostering teen resilience and self-regulation. To date, this trend 

has been supported in the literature. 

Recently, research on adolescent technology use has emerged 

from Eastern contexts. Garg and Sengupta
175

 conducted a 

comparative study between U.S. and Asian Indian youth. They found 
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both differences and similarities in parents’ attitudes about digital 

technology use. For example, Asian Indian families took more 

authoritarian approaches than White families when it came to 

deciding whether children below the age of 13 could have their 

own mobile phones. Parents across demographics allowed children 

above the age of 13 to have their own devices or permitted them 

to use the common family device or their parents’ devices. Both 

White and Indian children between ages 14-17 had at least one social 

media account. A few Indian parents created online pro?les of their 

young children so that they could co-use and help maintain the 

bonds between grandparents (staying in India) and grandchildren. 

Working parents, irrespective of their race, did have concerns about 

the content children accessed online. White middle-class parents 

tried to enforce restrictions on children’s smartphone usage based 

on context and in a way that supports child self-regulation and 

autonomy. Their Indian counterparts were more rules dependent. 

As there are both differences and similarities in U.S. and Indian 

parents’ attitudes about digital technology use, it may be possible to 

apply some of the western approaches to Indian contexts. But it is 

not possible to be so sure without conducting more research work 

that focuses on the lived experiences of Indian youth. Additionally, 

more research needs to be done that extends beyond the parent-

teen relationship to study interactional, community, and societal 

level factors that could promote the online safety of Indian youth 

more collectively. 

With the growing concern in other contexts such as Indian 

adolescents, incorporating more resilience-based approaches may 

be bene?cial to researchers, practitioners, and policymakers in 

protecting adolescents. But this should be done without impeding 

healthy growth and self-regulation behaviors. 

In the next chapter we discuss the research and policy 

implications in India. Chapter Six addresses the more distal societal 

level factors identi?ed by the model. We summarize how the 

current knowledge can be applied in India across multiple 

stakeholder groups, including public policy, law enforcement, 
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school administration, health care providers, community-based 

organizations, tech industry, and research institutes. Also, we 

highlight the key gaps in knowledge to guide future research. 

CONCLUSION 

In this chapter, we introduce the broader ?eld of adolescent online 

safety research beyond that of cyberbullying. We characterize four 

types of risks that online safety researchers have identi?ed. We 

further discuss the prevalent framing of adolescent online safety 

as resulting from abstinence or preventative approaches instead 

of approaches encouraging resilience. We contrast that approach 

with more nascent framings of safety as being resilient in nature – 

encouraging teens to evaluate and make decisions for themselves 

and then designing and implementing approaches meant to 

encourage coping. Regardless of the approach taken, cultural norms 

and expectations undoubtedly play a role in how these framings are 

researched and put into action. However, the state of research in 

Indian and other Eastern contexts is severely lacking in comparison 

to Western contexts. The disparity in existing available work 

between Eastern and Western contexts provides ample 

opportunities for researchers to address. It is an issue that is timely 

as Indian adolescents access the Internet as much as (if not more 

than) their American counterparts. We argue that while 

cyberbullying is prevalent, there are other risks to be considered 

when mobilizing to address the lack of work on digital safety in 

Indian contexts. So more holistic examinations of adolescents’ 

experiences online in India will bene?t not only Indian contexts but 

the state of the research as a whole. 
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KEY TAKEAWAYS 

• Digital risk and online safety encompass more than just 

cyberbullying and online harassment. Each risk type has 

unique factors that contribute to an adolescent’s likelihood of 

experiencing that risk. However, common factors across all 

four risk types include age, gender, level of Internet ef?cacy, 

and frequency of Internet use. 

• There are two principal approaches to understanding 

adolescent risk and safety online – abstinence-based and 

resilience-based approaches. Abstinence-based approaches 

dominate existing research, focusing on preventing risk 

exposure entirely via control and regulation. 

• Resilience-based approaches focus on encouraging coping and 

growth in the aftermath of risk exposure and encouraging 

adolescent self-regulation. 

• Much of the existing work focuses on Western contexts, 

particularly the United States. With the growing concern in 

other contexts such as Indian adolescents, incorporating more 

resilience-based approaches may be bene?cial to researchers, 

practitioners, and policymakers in protecting adolescents 

while not impeding healthy growth and self-regulation 

behaviors. 
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