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Abstract

My doctoral research identifies and addresses the design
and policy challenges of content moderation on the levels
of smaller communities and larger platforms, using a com-
bination of interviews and surveys. My prior work studies
voice-based communities on Discord, and shows that voice
as a new technology brings unique challenges to commu-
nity moderators and highlights the fundamental evidentiary
need in content moderation. My dissertation expands on
this work by (1) quantifying severity of violations as a way
to address social media platforms’ challenge of prioritiza-
tion, and (2) empirically evaluating existing moderation ap-
proaches and design recommendations by soliciting mod-
erator and user perceptions of them. Combining these per-
spectives, my dissertation will provide guidelines for improv-
ing content moderation in online communities.
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Context and Motivation

Online communities have never been a utopia; they have
been plagued with problems since the beginning of their
time. For example, in Julian Dibbell’s 1998 book My Tiny
Life [3], he describes “a rape in cyberspace” in which Mr.
Bungle, a user of the text-based community LambdaMOQ,
forced other users’ programmable avatars to have virtual
sex with him and with each other. This incident of online
violence was unheard of to these early online community
users, nor did LambdaMOO have any policy against cy-
berrape. Mr. Bungle’s behavior not only outraged Lamb-
daMOO users, but also instigated critical questions about
the boundaries of acceptable and unacceptable behaviors
online, and how LambdaMOOQO should be regulated.

While the cyberrape in LambdaMOO was eventually re-
solved by the administrator disabling Mr. Bungle’s account,
it was by no means the end of malicious behaviors in on-
line communities. News is rife with stories of users of 4chan
promoting hate speech and violence in the wake of a mass
shooting, or people getting sexually harassed and attacked
in virtual reality. It is clear that online communities today are
still facing similar, but more complicated and challenging
problems.

As both platforms and users clamor for solutions to these
problems, one often put forth is content moderation, which
James Grimmelmann defines as the “the governance mech-
anisms that structure participation in a community to facili-
tate cooperation and prevent abuse.” The “community” here
can be big like the two-billion-user social media platform
Facebook, which prides itself on being a “global commu-
nity,” or small like subreddits with a few thousand members.
But they are all communities, and they all moderate—not
only do platforms have complicated rules and policies that
dictate what behaviors are not acceptable and hire profes-
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sional content reviewers to sift through possibly violating
content when they are flagged, but many volunteer moder-
ators also devote their time to combating these problems in
their own, smaller communities on a daily basis. We have
seen many success stories of moderating online communi-
ties, ranging from using Reddit AutoModerator to automati-
cally remove problematic content [12, 10], to setting positive
examples to encourage similar behaviors in Twitch chat
[15]. On the platform level, prior research also shows that
banning hate communities reduces the amount of overall
hate speech Moreover, when and the communities that the
hate community members migrated to did not inherit their
behavior [2].

However, we have not yet heard the good news that all

the problems in online communities have been solved—
content moderation work is not perfect, and it is still faced
with many challenges. Not only do they have to do the often
thankless job of continuously looking at traumatic content
and making personally uncomfortable decisions [18, 4],
moderators also often had to resort to imperfect solutions to
problems in their communities. For example, while having
clear, prominently displayed rules is helpful for community
members to learn the norms, it may convey the message
that these rules are often broken [13], and make community
members feel stifled and constrained [12]. Furthermore,

the limited availability of volunteer community moderators
means that moderation is often delayed [14], leaving prob-
lematic content in place, and community members’ effort to
circumvent moderation [6, 1] makes timely moderation even
harder.

While there has been an emergence of machine-learning
based automated moderation tools, it is difficult to gather
enough training data for rule violations when rule breakers
try to hide themselves—the classic unresolved machine
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learning problem of imbalanced classification, and auto-
mated moderation tools are not adaptive to new kinds of
expression and communication [7]. Even with the help of
automated moderation tools, moderators still need to make
nuanced, case-by-case punishment decisions that auto-
mated moderation is not capable of [16], but how to scale
this human labor is still an open and challenging question
with today’s incredibly complex online communities with mil-
lions of users of diverse backgrounds, purposes, and values
[7]. These regulation challenges not only speak to the de-
sign of technology, but are deeply connected to platform
policies as well, and my dissertation aims to identify and
address the design and policy challenges in online content
moderation.

Research Questions
On a high level, my dissertation work is guided by the fol-
lowing research questions:

1. What are some of the design and policy challenges in
content moderation?

2. What actions can we take to address these chal-
lenges to improve moderation?

3. How useful are these recommended actions for real
moderators and users?

Prior Work

My prior work in content moderation begins with a large-
scale analysis of the rules of 100,000 Reddit subcommuni-
ties (“subreddits”) [5]. Through a combination of qualitative
content analysis and computational analysis, | found that
only 52% of subreddits have any rules, and the majority of
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rules are restrictive (i.e., “Don’t do this.”) rather than pre-
scriptive (i.e., “Do this.”), and rarely do they mention higher-
level platform guidelines or policies. The restrictive nature
of rules suggest the possibility that rules are mostly reac-
tive to emergent misbehaviors and are not comprehensive.
These lack of rules in many communities also suggest that
there might be challenges in creating effective governance
structures to start with.

My completed work for my dissertation includes a study that
investigates the challenges that a new technology in online
communities—real-time voice—presents to volunteer mod-
erators [11]. Through in-depth semi-structured interviews
with 25 moderators on Discord, a social platform with real-
time voice chat being a primary mode of communication, |
found that voice enabled new ways to break rules that the
moderators did not expect, and the complexity of misbe-
haviors in voice made it difficult for moderators to create
specific rules to prevent such behaviors. Furthermore, the
ephemerality of real-time voice also highlights the funda-
mental evidentiary need of content moderation that did not
show up in existing moderation literature that focuses on
text-based online spaces. While Discord moderators some-
times resorted to recording to acquire evidence, such action
is against the law in some regions, and the vague platform
policy offloaded the responsibility to discern different laws in
the world to the moderators.

This study contributes an understanding the design and
policy challenges that platform technology presents, and
points to ways that technology designers and policy mak-
ers can support the moderators who face these challenges
everyday. Following this work, | shift my attention to ad-
dressing one of most pressing policy challenges in platform
moderation—prioritization of moderation—and then em-
pirically examine and evaluate the practical values of the
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potential solutions and design recommendations that re-
searchers have made.

Future Dissertation Work

My proposed dissertation work will include two more stud-
ies. The first study will address social media platforms’
challenge prioritization of moderation work by revealing
users’ perceptions of the severity of a wide range of rule
violations and misbehaviors; the second study will empiri-
cally examine the usefulness and implications of the design
recommendations related to content moderation in prior
literature.

Study 1: Quantifying Severity of Rule Violations on Social Me-
dia

There are many kinds of rule violations on social media, but
not all of them were created equal. Intuitively, we know that
promoting terrorism is worse than spamming, but how much
worse is it? And how should platforms allocate modera-

tion capacity across all the possible violations? Answers to
these questions not only provide guidelines for social media
platforms that constantly need to prioritize resolving some
violations over others, but also improve our understanding
of misbehaviors online.

In this study, | will use a survey that asks users to rate the
severity of all violations listed in Facebook’s Community
Standards. While Likert scales as a type of ordinal scale
are common for quantifying respondents’ opinions in sur-
vey design, they suffer from well-known limitations such as
the assumption that responses options are equidistant and
the tendency to cause anchor effects [9]. Using a bounded
scale that typically has five or seven options also limits our
ability to model an accurate relationship between more than
fifty violations. Therefore, | will use a novel method that
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asks participants to directly respond with a number as free
text that represents their perceived severity of a violation.

As severity of rule violations can be an unfamiliar concept
to regular users, in the survey | will operationalize severity
in two ways: punishment and urgency. Punishment roots
from the concept of proportionality [17] in criminal justice
literature: the more severe a violation is, the graver the as-
sociated punishment should be. The construct of urgency is
inspired by emergency response systems: the more severe
a violation is, the sooner it should be taken care of.

Because the severity of violations can be culturally-dependent,
| will strategically recruit survey participants from coun-
tries covering North America, South America, Asia-Pacific
(APAC), and Europe, the Middle East and Africa (EMEA).
Having a broad range of participants from different cultures
will help me analyze the similarities and differences in per-
ceptions between cultures. | will use statistical methods to
analyze the survey responses and the results will include
localized priority of violations, statistical models of the rela-
tionship between violations, and similarities and differences
between these models in different cultures.

Study 2: Moderator and User Perceptions of Moderation De-
sign Recommendations

Having implications and recommendations for design is

a common practice in HCI scholarship. While there has
been an abundance of design recommendations related

to content moderation made in the HCI literature, rarely do
researchers know how these design recommendations are
viewed by their beneficiaries—the communities, and how
they may function differently in different communities.

To address this gap, in this study, | will first conduct a sys-
tematic literature review of prior work related to online con-
tent moderation. Then | will directly take the design rec-
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ommendations identified in the literature review, and ask
moderators and users about their perceptions and opin-
ions of these recommendations, including their perceived
usefulness, potential impact, and potential challenges of
implementation. | expect the findings from this survey will
spark conversations in the moderation research commu-
nity, and provide guidelines for researchers to better serve
communities.

Expected Contributions
| expect my dissertation to offer the following contributions:

« Through my prior work with moderators of voice-
based communities on Discord, this dissertation iden-
tifies new types of rules and new ways to break these
rules that do not exist in text-based communities, as
well as moderators’ struggle to handle them. The
findings from this study also challenge and compli-
cate Grimmelmann’s framework of moderation tech-
niques [8], and highlight the fundamental evidentiary
need in content moderation that will apply not only in
voice-based communities. By doing so, this disserta-
tion reveals design challenges in content moderation
in a new technology, and offer design and policy rec-
ommendations to address these challenges.

» Through a proposed study that investigates the sever-
ity of violations (Study 1), my dissertation will address
a policy challenge of content moderation by providing
empirical evidence of how different kinds of viola-
tions can be prioritized. Having established quantified
severity, my dissertation will also point to ways to miti-
gate certain contents’ negative impact to moderators,
as severe violations are often associated with intense
content (e.g., graphic violence). By using questions
that take free-form and unbounded responses, my
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dissertation also contributes a novel method to mea-
sure perceptions and opinions as an alternative to the
conventional Likert scale.

» Through a proposed study that solicits moderator
and user perceptions of design recommendations for
content moderation (Study 2), this dissertation will
contribute a deep understanding and critical inquiry
of the practical values of the common practice of de-
sign recommendations in HCI and social computing
research in the context of content moderation.

Together, this dissertation aims to provide a comprehensive
overview of the challenges in moderation and regulation

in online spaces. As online malicious behavior becomes
increasingly rampant, it is critical for us to examine where
content moderation currently falls short, and identify actions
that we can take to make our communities safer.
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